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Purpose

Security Information and Event Management systems are a vital part of cyber
security. With this in mind, it is important to get familiar with the basic
functionalities of a SIEM as well as how to handle and interpret the data. This
project aims to tackle that by configuring a vulnerable machine, monitoring it, and
remediating the events.

Scope

This project is the most complex that | have done so far. There are a few moving
parts that will come together to make this project work. In a nutshell, | will first
use Microsoft Azure as this will all be performed on the cloud. On Azure, | will
then configure a virtual machine to be vulnerable to the internet and this will
serve as the honeypot. All of the failed login attempt logs on the VM will be
forwarded to Microsoft Sentinel which is a SIEM platform. Next, | will utilize a
geolocation API to interpret where the attacks are coming from. The final part of
the project will take the APl data and visualize the attacks on a geographic map, in
real time. Lastly, | will analyze the threat map and remediate the threats
accordingly. The objectives to accomplish this are as follows:

e Configure the honeypot VM.

e Configure the log repository.

e Set up Microsoft Sentinel (SIEM).

e Configure log forwarding from the VM to Microsoft Sentinel.

e Configure geolocation API to translate Ip addresses to geographic locations.
e Configure Sentinel workbook to display the geographic data.

e Analyze the threat map.

e Remediate the threats.



Project

The first step in this project is to create the virtual machine that | will be
monitoring. This virtual machine is intentionally going to be vulnerable so that |
can monitor attacks on the machine in real time. To do this, | made sure the
machine is open to the internet by disabling firewalls and creating a firewall rule
to allow all inbound connections. This machine is going to be referred to as a
honeypot for the remainder of the write-up. The configuration of the honeypot
and the firewall rule can be seen in the screenshots below.
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The next step is to create a Log Analytics Workspace. This is essentially a
repository for all of the logs to be ingested from the honeypot VM. First, create
and name the repository and then | link the repository to the honeypot. The exact
configuration settings can be seen in the screenshots below.
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The next step is to RDP into the honeypot to configure a few more settings.
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You will be asked for credentials when you connect.
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After | RDP into the VM, | went to Windows defender to disable a few more
firewall rules in an effort to make this machine as discoverable as possible.
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| then ping the honeypot from my personal machine to make sure the honeypot is
not rejecting ICMP requests. This is important because this is primarily how
attackers will discover the honeypot.

C:\Users\Luke>ping 26.246.104.166 -t

Pinging 20.246.1604.166 with 32 bytes of data:

Reply from 20.2U6.104.166: bytes=32 time=27ms TTL=108
Reply from 20.246.104.166: 2 time=26ms TTL=188
Reply from 20.2U6.104.166: time=26ms TTL=188
Reply from 20.246.104.166: time=24ms TTL=188
Reply from 20.2U6.104.166: time=26ms TTL=188
Reply from 20.246.104.166: time=26ms TTL=188
Reply from 20.2U6.104.166: time=27ms TTL=108
Reply from 20.246.104.166: time=26ms TTL=188
Reply from 20.2U6.104.166: time=26ms TTL=188
Reply from 20.246.104.166: time=26ms TTL=188
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At this point, the honeypot and the log forwarding is complete. The machine is
now vulnerable to discovery by anyone on the internet. In normal circumstances,
this would be very bad but, in this situation, this is exactly what | want.

The next phase of the project is to retrieve the geographic location of every Ip
address that attempts to log into the honeypot. Because this is not a feature that
Windows or Microsoft Sentinel has built in, | am going to use a third-party API to
retrieve the geographic details and forward them to the log repository. This data
will be ingested with all of the other logs. The API | used is IPGeolLocation.
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Accurate IP Lookup Database

Free IP API provides country, city, state, province, local
currency, latitude and longitude, company detail, ISP
lookup, language, zip code, country calling code, time
zone, current time, sunset and sunrise time, moonset
and moonrise time from any IPv4 and IPv6 address in
REST, JSON and XML format over HTTPS.

Get Free APl Access
View More

As you can see in the screenshot, the APl translates the IP address and gives a lot
of details about it. Now it is time to configure a PowerShell script to extract this
API| data and attach the data to the log. To do this, | used a script on GitHub made
by Josh Madakor. This is the guy that inspired this project, and | will link his
YouTube channel and video at the end of this write-up.
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Next, | ran the script and tested it out by intentionally failing to log into the
machine. Sure enough, it worked and you can see the failed login attempts in the
purple.
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The next step is to ensure the logs are being fowared properly to the repository. To
verify this, | ran a query on the logs to make sure that everything is properly linked.
This can be seen in the screenshot below.
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The event ID seen in the screenshot is the ID of a failed login attempt. Now that |
know it works, it is time to create a log table. This is to get the specific information
that | am looking for in these logs which are the failed login attempts. | do this by
specifying the logfile on the honeypot to retrieve.

= Microsoft Azure £ Search resources, services, |

Home » law-honeypot | Tables >

Create a custom log

© sample
Upload a sample of the custom log. The wizard will parse and display the entries in this file. Learn more

Sample log

Select a sample log * | "sample.log”

After the custom log was configured, | ran a query on that custom log. | named
the custom log FAILED_RDP_WITH_GEOLOCATION. This can be seen in the
screenshot below.
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Now, it is time to extract the exact date | am looking for. To do this | need to be

specific in the query and this can be seen in the screenshot below.
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2 | extend username = extract(@"username:([~,]+)", 1, RawData),

3 timestamp = extract(@"timestamp:([~,]+)", 1, RawData),

4 latitude = extract(@"latitude:([~,]+)", 1, RawData),

5 longitude = extract(@"longitude:(["~,]+)", 1, RawData),

6 sourcehost = extract(@"sourcehost:{[~,]+)", 1, RawData),

7 state = extract(@"state:([",]+)", 1, RawData),

2 label = extract(@"label:{[",]+)", 1, RawData),

9 destination = extract(@"destinationhost:([*,]+)", 1, RawData),

18 country = extract(@"country:([",]+)", 1, RawData)

11 | where destination != "samplehost”

12 | where sourcehost != ""

13 | summarize event_count=count() by latitude, longitude, sourcehost, label, destination, country, username

14

15
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The next phase is to configure the SIEM itself. This is very straightforward and all |

did was link

the log repository to Microsoft Sentinel.
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Now it is time to take the log data and visualize it on a geographic map. To do this,
| created a workbook and copy and pasted the query | used before.
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From here, | clicked on the “Visualization” option and selected “Map.” All that
needed to be done here was just to configure the map settings. This can be seen
in the screenshot below.
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After | configured the settings, the map was finally finished. Interestingly enough,

there were already attackers attempting to log into the honeypot. | also set the

map to refresh every 5 minutes. Below is a picture of the results.
Failed RDP Login Map =
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After analyzing this data, it is time to take action and remediate the threats. To do
this, | blocked the inbound IP addresses attempting to connect to the honeypot by
creating firewall rules. This can be seen in the screenshot below.
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Destination port ranges ()
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=
I\!JI DEI"y
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|1‘ID /|
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The best way to remediate in a real-world scenario would be to deny all inbound
connections and only allow verified IP addresses. But for the purpose of this
project, | want the machine to get attacked.



| let the machine continue to get attacked for about 3 days and here are the
results of that.
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As you can see in the screenshot, there are quite a few countries joining the party
here. Based on this sample data, it appears that Russia and the Netherlands are
the two loudest countries which is not very surprising.

Lessons Learned

This project was incredibly helpful in gaining a much better understanding of
SIEMs. It is no surprise that a SIEM is an analyst’s best friend due to the abundant
amount of security information it displays. | am now much more confident
operating a SIEM and running queries after this project. To recap what was
accomplished in this project, | successfully:

e Configured the honeypot VM.

e Configured the log repository.

e Set up Microsoft Sentinel (SIEM).

e Configured log forwarding from the VM to Microsoft Sentinel.



e Configured geolocation API to translate Ip addresses to geographic
locations.

e Queried the security logs.

e Configured Sentinel workbook to display geographic data.

e Analyzed the threat map.

e Remediated the threats.

This project was heavily inspired by the YouTuber Josh Madakor. He posted a video
outlining how to do this project step by step and | highly recommend checking out
the video.

https://www.youtube.com/watch?v=RoZeVbbzZ000&t=306s



https://www.youtube.com/watch?v=RoZeVbbZ0o0&t=306s

